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Abstract

In this research, we introduce a new blind steganaly-

sis in detecting grayscale JPEG images. Features-pooling

method is employed to extract the steganalytic features and

the classification is done by using neural network. Three

different steganographic models are tested and classifica-

tion results are compared to the five state-of-the-art blind

steganalysis.

1. Introduction

The aim of image steganography is to hide the existence
of secret data by embedding it into an innocuously look-
ing image known as cover image. The embedded image is
called stego image and it should be visually or statistically
very close to the cover image. Whereas the aim of image
steganalysis is to detect whether a given image has been al-
tered due to embedding process. In addition, steganalysis
also serves as a tool to measure and judge the security per-
formance of a steganography.

Various steganalysis techniques have been developed in
the literature. They can be categorized into targeted ste-
ganalysis and blind steganalysis. Targeted steganalysis nor-
mally is used to detect a specific steganographic method
or its slight variations. It will detect accurately the spe-
cific steganographic method and will not work for any other
method. Blind steganalysis on the other hand is a generic
technique that can be tuned during the training phase to de-
tect unknown steganographic methods. Comparing to the
targeted steganalysis, blind steganalysis is more flexible but
exhibits a small decrease in detection accuracy.

From a practical point of view, blind steganalysis is more
useful because when an image is suspected to carry secret
data, we can use blind steganalysis first to detect the exis-
tence of hidden data and after that we may try to identify
the steganographic technique that has been employed. Un-
less in a rare case, where a prior knowledge on the type

of steganography been employed is known (for example,
when the computer of a suspect is confiscated and a certain
steganography tool is found in that computer).

We will focus on blind steganalysis in this research. One
of the first works in blind steganalysis is the paper by Av-
cibas et al. in [1]. In that paper, the authors extracted sev-
eral features by utilizing image quality metrics. Based on
these features, the multivariate regression is used to cate-
gorize cover images and stego images. Since then, several
blind steganalysis techniques have been proposed. One of
such techniques employs a higher-order statistic of wavelet
decomposition, which is proposed by Lyu and Farid in
[10] and they used support vector machine as the classi-
fier. Another interesting research direction is an investi-
gation of feature-based steganalysis (see paper [4]). The
proposed features are used specifically to detect JPEG im-
age steganography, then Fisher Linear Discriminant is used
for classification. After that, the first work that applies dis-
crete Fourier transform on the probability density function
of an image to get the characteristic function is proposed
in [6]. Then the first moment of characteristic function is
employed as the feature and is combined with the Bayesian
classifier in the classification.

In the next section, we will present the general frame-
work for a blind image steganalysis. Section 3 will dis-
cuss feature extraction methods. Different classifiers that
are commonly used in steganalysis will be highlighted in
Section 4. Section 5 will elaborate on the proposed features-
pooling steganalysis and follow by the analysis of results in
Section 6. Finally, the paper is concluded in Section 7.

2. General framework for blind image ste-
ganalysis

In general, a blind steganalysis consists of two main
components, feature extraction and classification. Feature
extraction is a process of constructing a set of descriptors or
distinctive characteristic attributes from an image that are
discriminative and sensitive to embedding process. These
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Figure 1. General blind image steganalysis
framework

descriptors or attributes are called features. Whereas classi-
fication is a process of identifying or categorizing an given
image is whether a cover image or a stego image based on
the basis of its features values. Some of the common clas-
sifiers employed in the classification will be discussed in
Section 4.

After the blind steganalysis construction, the whole clas-
sification process can be divided into two phases, namely
training phase and testing phase. The features of the cover
images and stego images will be extracted and will be di-
vided into two portions for each phase usage. In the train-
ing phase, one of the divided portions of the features will
be used to train the classifier. A trained model will be ob-
tained from this training. This trained model will be used
as the classification criteria in the testing phase to classify
another portion of extracted features that are never exposed
to the classifier. The general framework for a blind image
steganalysis is showed in Figure 1.

3. Feature extraction method

Feature extraction plays an important role in blind ste-
ganalysis, a good feature should be representative and sen-
sitive to steganographic operation. Moreover, the feature
should be insensitive to image-to-image variation. In the
following subsection, several well-known feature extraction
techniques will be discussed. However, some details are
omitted due to space limitation and readers are referred to
the relevant paper.

3.1 Image quality metrics

In [1], the authors have proposed and selected a set of
10 image quality metrics. These metrics are from mean ab-
solute error, mean square error, Czekznowski correlation,
angle mean, image fidelity, cross correlation, spectral mag-
nitude distance, median block spectral phase distance, me-
dian block weighted spectral distance and normalized mean
square HVS error.

These metrics are selected based on their one-way
ANOVA test. Among these metrics, seven metrics are more
sensitive in detecting active warden steganography where
active warden steganography is to prevent alteration by the
warden (steganalyst) on the stego image, hence the embed-
ded data. For instance, watermarking in copyright manage-
ment. The other four metrics are tested more sensitive in
detecting passive warden steganography where the aim of
a passive warden steganography is to conceal the existence
of secret data to create covert communication. The sen-
sitivity is based on the metrics statistic significance from
ANOVA tested on active and passive warden steganography
separately.

3.2 Moment of wavelet decomposition

Lyu and Farid [10] had proposed to use a higher-order
statistic as the features which include mean, variance, skew-
ness and kurtosis. Two sets of these higher-order statistics
are obtained and resulted in 72 features.

The first set is acquired from wavelet decomposition
based on separable quadrature mirror filters. In the decom-
position, an given image will be decomposed into multiple
orientations and scales. Each of the scale has three orien-
tations which are vertical, horizontal and diagonal subband.
In each subband, there consist wavelet subband coefficients.
In this research, first three scales are employed and yielded
nine subbands. After that, mean, variance, skewness and
kurtosis of each wavelet subband coefficients are composed
and resulted in a total of 36 statistics which will be used as
the first set of features.

Next, based on the nine decomposed subbands, the lin-
ear predictor of the wavelet coefficients is obtained from the
neighboring wavelet coefficients for each vertical, horizon-
tal and diagonal subbands. The linear relationship for the
predictor is as below:

V = Qw (1)

where w is the weight, V is the vertical subband coefficient
and Q is the neighboring coefficients. After that, the error
log for the linear predictor is obtained by:

E = log2(V ) − log2(|Qw|) (2)
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The same linear predictor and error log is applied for hor-
izontal and diagonal subbands. The second set of features
is composed for all the nine subbands coefficients by using
mean, variance, skewness and kurtosis and yielded another
36 features.

3.3 Feature-based

In [4], the cover image is estimated from stego image
by using calibration. After that, a set of 20 features are
constructed from the L1 norm of the difference between the
features of the estimated cover image and the stego image.
L1 norm is defined as the sum of the vector absolute values.
Among these features, 17 of them are the first order features
and they are defined as the following:

• Global histogram - the frequency plot of quantized
DCT coefficients

• Individual histogram - low frequency coefficient of in-
dividual DCT mode histogram and five DCT modes
are selected

• Dual Histogram - frequency of occurrence for a (x, y)-
th quantized DCT coefficient in an 8x8 block equal to
a fixed value, d over the whole image and is defined in
Equation (3)

gd
x,y =

B∑
k=1

δ(d, dk(x, y)) (3)

where δ(u, v) = 1 if u = v and 0 otherwise and 11 d
values are selected.

The other three second order features are:

• Variation - measures the inter-block dependency and is
defined in Equation (4)
V = ∑8

i,j=1

∑|Ir|−1
k=1 |dIr(k)(i, j) − dIr(k+1)(i, j)|

|Ir| + |Ic| +

∑8
i,j=1

∑|Ic|−1
k=1 |dIc(k)(i, j) − dIc(k+1)(i, j)|

|Ir| + |Ic| (4)

where Ir and Ic are collection of blocks scanned by
rows and columns respectively throughout the image,
d(i, j) is the quantized DCT coefficient at (i, j)-th po-
sition from a 8x8 block in a k-th block

• Blockiness - measures the spatial inter-block boundary
discontinuity for Bα in Equation (5), where α = 1, 2

Bα =∑�(M−1)/8�
i=1

∑N
j=1 |x8i,j − x8i+1,j |α

N�(M − 1)/8� + M�(N − 1)/8� +

∑�(N−1)/8�
j=1

∑M
i=1 |xi,8j − xi,8j+1|α

N�(M − 1)/8� + M�(N − 1)/8� (5)

where M and N are image resolution and xi,j is the
spatial pixel value

Another three final features which make up a total of 23 fea-
tures in [4] research are co-occurrence matrix and defined in
Equation (6).
Cst =∑|Ir|−1

k=1

∑8
i,j=1 δ

(
s, dIr(k)(i, j)

)
δ
(
t, dIr(k+1)(i, j)

)
|Ir| + |Ic| +

∑|Ic|−1
k=1

∑8
i,j=1 δ

(
s, dIc(k)(i, j)

)
δ
(
t, dIc(k+1)(i, j)

)
|Ir| + |Ic| (6)

where s and t ∈ (−1, 0, 1) and (s, t) forms nine combina-
tions. From these combinations, the three final features are
obtained by the difference between Cst of estimated cover
image and Cst of stego image.

3.4 Moment of CF of PDF

The use of characteristic functions (CF) is pioneered by
Harmsen and Pearlman in [6]. In their work, stego image
histogram is assumed equal to the convolution between hid-
den message probabilistic mass function and the cover im-
age histogram. This is because steganographic operation
can be considered as additive of noise.

Characteristic function is obtained by applying dis-
crete Fourier transform to the probabilistic density function
(PDF) of an image. After that from this characteristic func-
tion, the first order of absolute moment or known as center
of mass in their paper is computed and used as the feature.
Equation (7) shows the calculation of this moment.

M(H[k]) =
∑K

k=0 k|H[k]|∑K
k=0 |H[k]|

(7)

where H[·] is the characteristic function, K ∈ {0, . . . , N
2 −

1} and N is the width of the domain of the PDF.

4. Classifier

Beside the extracted features, the accuracy of the ste-
ganalysis is greatly influenced by the choice of classifier.
Introductory remarks for the four commonly used classifiers
in the blind steganalysis will be presented in the following
subsection.

4.1 Multivariate regression

In multivariate regression [1], the trained model which is
the regression coefficients will be obtained during training
phase. Let the target label as y in N samples with n features
of x, the linear expression can be showed as in Equation (8).
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y1 = β1x11 + β2x12 + . . . + βnx1n + ε1

y2 = β2x21 + β2x22 + . . . + βnx2n + ε2

...
yN = βNxN1 + βNxN2 + . . . + βnxNn + ε1 (8)

where β is the regression coefficient and ε is the zero mean
Gaussian noise. Equation (8) can be expressed more com-
pactly in Equation (9).

Y = Xnβ + ε (9)

After that, regression coefficients are predicted by using
minimum mean square error. Given these regression coeffi-
cients, testing can be carried out by regressing the features
to the target value then classification can be done based on
the selected threshold.

4.2 Fisher linear discriminant

Since blind steganalysis classification is a binary classifi-
cation, so only 2-class fisher linear discriminant (FLD) will
be considered [3].

First, the within-class mean and between-class mean for
cover and stego classes which is shown in Equation (10) and
(11) respectively are calculated in the training phase.

�μx =
1

Nx

Nx∑
i=1

�xi and �μy =
1

Ny

Ny∑
j=1

�yj (10)

�μ =
1

Nx + Ny

( Nx∑
i=1

�xi +
Ny∑
j=1

�yj

)
(11)

where �xi and �yj are from each of the two classes. Nx

and Ny are the sample size. Then, the scatter matrix for
within-class and between-class are defined in Equation (12)
and (13) respectively, where Mx is from �xi − �μx and My is
from �yj − �μy .

Sw = MxMT
x + MyMT

y (12)

Sb = Nx(�μx−�μ)(�μx−�μ)T +Ny(�μy−�μ)(�μy−�μ)T (13)

Next, the training samples are projected onto the linear sub-
space defined by the maximal eigenvalue-eigenvector of Sw

and Sb by minimizing the within-class scatter and maximiz-
ing the between-class scatter. After this, the projection axis
obtained in the training phase will be used for the test sam-
ples projection. At the end, to which (either cover or stego
image) the test samples belong to is determined by a thresh-
old.

4.3 Support vector machine

In support vector machine (SVM) classification, an n-
dimensional hyperplane is formed and the input data will

be optimally separated to two classes. The features set that
describes one class is known as vector. Hence, the aim of
SVM is to obtain an optimal hyperplane that separates the
vectors from one of the targeted classes to one side and an-
other class to another side on the hyperplane. The vectors
that are close to the hyperplane are called support vectors.
SVM will find lines that are oriented to constructed maxi-
mum margin between the support vectors of different class.

SVM that uses straight line to separate the vectors is
known as linear seperable SVM. However, in general most
of the classification problems require non-linear curve for
separation. Such method is known as non-linear SVM. Al-
though there are several kernel functions used to map vec-
tors to a higher dimensional space in practice, but radial ba-
sis function1 is employed in this research and it gives best
classification result compared to other kernel function. In
practice, the classification is greatly dependent on the selec-
tion of the model parameters, in our experiments there are
cost parameter, C and gamma parameter, γ. These param-
eters are obtained by using grid search, where grid search
computes the values of cost and gamma parameters across
the specified range using geometric steps.

4.4 Neural network

Neural network is a nonlinear model-free classifier and
has self adaptibility to the input feature that make it seems
like having a ”learning capability”. A neural network clas-
sification can be viewed as a mapping function, F : Rd →
RM where d dimensions of features x are input to the neu-
ral network and M elements of output y decision values are
obtained [17].

Feed forward neural network with back-propagation
training is used in this research. In the experiment, four hid-
den layers with tan-sigmoid function and one output layer
are configured. The trained neural network is then tested
with the testing dataset allocated.

5. Features-Pooling steganalysis

This section will discuss the proposed features-pooling
method motivated by feature selection capability discussed
in [7]. The proposed method will select from the existing
sensitive discriminant features and are pooled with another
two features sets from different feature extraction tech-
niques.

5.1 Feature selection on feature-based
method

The first set of the proposed features-pooling features is
obtained from [4]. The reason the features from [4] are

1[2] is used in the SVM experiment
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SFFS T-test Bhattacharyya
F5 0.86528 0.86063 0.85447

OutGuess 0.84505 0.84185 0.84232
MB1 0.80208 0.78638 0.79566

Table 1. Feature selection comparison for
SFFS, T-test and Bhattacharyya

selected is because these features include first and second
order features that are sensitive to steganographic opera-
tion. In addition, the experiments carried in Section 6.2
also proved the efficiency of these features where they have
dominated other existing features beside the proposed fea-
tures.

The feature selection technique used in this research is
sequential forward floating selection technique (SFFS) from
[13]. As proved in [7] experiments, the use of SFFS domi-
nated the other feature selection techniques been tested. We
also tested with feature selection based on T-test and Bhat-
tacharyya distance. Similarly from the experimental results
we also found that SFFS is superior than the other two. Due
to the space limitation, the comparison result is summarized
in Table 1.

We also compared the efficiency of the selected features
by SFFS to the original 23 features set on three stegano-
graphic models, namely F5, OutGuess2 and Model-based
Steganography3 from [16] [12] and [14] respectively. Area
under ROC curve (AUR) is used to evaluate the detection
accuracy and is shown from Figure 2 to Figure 4. The
higher the AUR value, the better the detection accuracy.
From the figures, it can be clearly seen that, the selected fea-
tures are able to perform well and are better than the original
23 features set in the three steganography models. The Y-
axis in the graph represent the AUR ranged from 0 to 1 and
the X-axis is the top n-th ranked number of selected and
combined features produced by SFFS. The squared asterisk
is corresponding to the AUR for the original 23 features set
and the circled asterisk is for the selected top n-th ranked
features. Hence, the selected features will be the best fea-
tures with optimum discriminant capability.

5.2 Features-pooling

By pooling the selected features from SFFS in Section
5.1 and with another two sets of features from different fea-
ture extraction techniques, the final set of features used to
construct the blind steganalysis will be built. These two fea-
tures extraction techniques are from image quality metrics

2OutGuess steganography with statistic correction
3Model-based steganography without deblocking
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[1] and moment of characteristic function from image prob-
ability density function [6].

Based on the analysis from their paper in [1], we choose
the four features for passive warden steganography case
only and because the blind steganalysis that we propose in
this research is for this case as well. However, from these
four features, we excluded angle mean feature because the
images tested in this research are all grayscale images and
angle mean feature is only significant when color image is
used.

As for the next pooled features, the original feature pro-
posed in [6] has only the first moment, so we further in-
crease to second and third moments according to the fol-
lowing equation for α ∈ 1, 2, 3:

M(H[k]) =
∑K

k=0 kα|H[k]|∑K
k=0 |H[k]|

(14)

Increasing the moment to a higher order does not always
significant and has been justified well in [15].
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6. Experiment result

In this section, experiment results will be showed and
analyzed. First we will choose the optimal classifier to con-
struct our proposed blind steganalysis and followed by re-
sult comparisons with the prior art in the literature.

In the dataset construction, 2037 images of four different
sizes (512x512, 608x608, 768x768 and 1024x1024) were
downloaded from [5]. All images are cropped to get the
center portion of the image and are converted to grayscale
images. F5, OutGuess and MB1 are selected as three dif-
ferent steganographic models to create three different types
of stego images. In order to have a percentage wise equal
number of changes over all images, we define the embed-
ding rate in term of bits per embeddable quantized DCT
coefficients of the cover image for each of the steganogra-
phy. We define ”embeddable coefficients” as the coefficient
that can be used to carry message bit specific in a partic-
ular steganography model. We used four embedding rate
which are 5%, 25%, 50% and 100% and resulted in a total
of 10,185 mixture of cover images and stego images in the
dataset.

6.1. Classifier selection

In this section, we will compare different classifiers by
using the same set of the proposed features. The purpose
is to choose the optimal combination between the proposed
features and the classifier. In order to test the flexibility and
consistency of this combination, the same three different
steganographic models are tested.

Figure 5 to Figure 7 show the result of the ROC curve
comparisons for F5, OutGuess and MB1 respectively. Due
to the readability and space limitation we will only show the
ROC curves for embedding rate of 25%. 25% is selected be-
cause it is relatively low enough to complicate the detection
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Figure 6. Classifiers comparison using pro-
posed features in detecting OutGuess

but is significant enough to show the comparison.

In each figure, the Y-axis and X-axis represent the detec-
tion and false alarm rate respectively and each ranges from
0 to 1. The value showed inside the bracket is the AUR
value indicating the detection accuracy. NN, FLD, SVM
and MR stands for neural network, fisher linear discrim-
inant, support vector machine and multivariate regression
respectively. In all the steganography models, classifica-
tions using neural network as the classifier have shown the
highest AUR values indicating the combination between the
proposed features and the neural network can produce the
optimal blind steganalysis. Thus, our blind steganalysis is
constructed by combining the proposed features set with the
neural network employed as the classifier.
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Figure 7. Classifiers comparison using pro-
posed features in detecting MB1

6.2. Result comparison

In this section, we will compare our proposed blind ste-
ganalysis detection performance to the prior art blind ste-
ganalysis. From the constructed dataset, 80% of the dataset
is used for the training phase and the remaining 20% is used
for the testing phase. The same steganographic models are
used and the classification is done separately.

The following blind steganalysis are selected for the de-
tection performance comparison:

• Image quality metrics is combined with multivariate
regression classifier [1]

• Moment of wavelet decomposition is combined with
support vector machine as the classifier [10]

• Feature-based method with support vector machine
classifier4 [11]

• Moments of characteristic function of image probabil-
ity density function [6] with fisher linear discriminant
classifier

Figure 8 shows the ROC curves and AUR values for our
proposed method and other blind steganalysis. From the
best ROC curve at the top left part of the graph to the di-
agonal part, the AUR values are 0.9359 for our proposed
method and followed by feature-based method at 0.72827.
Farid method at 0.53736 are slightly better than COM and
IQM method at AUR values of 0.52292 and 0.51072 re-
spectively. We can see that our proposed method is outper-
formed all other blind steganalysis in detecting F5 at em-
bedding rate of 25%.

4Although the original paper [4] has used fisher linear discriminant as
the classifier, but in their later paper [11], improvement is obtained by
using support vector machine
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Figure 8. Steganalysis performance compari-
son in detecting F5

From Figure 9, the steganalysis results in detecting Out-
Guess showed that the feature-based method is competitive
to our proposed method where the difference in AUR values
is only 0.0243, but our proposed method still better in over-
all and especially with lower false alarm rate. This property
is desired in an optimal blind steganalysis because an opti-
mal blind steganalysis should be able to classify correctly
with a low false alarm rate. The other three blind steganal-
ysis do not show any good performance at this low embed-
ding rate and the AUR values are centered around 0.51.

Although it is well-known that among the three
steganography (F5, OutGuess and MB1), OutGuess is rel-
atively the easier been detected, but we obtained relatively
lower AUR values as compared to the AUR values in de-
tecting F5 as shown in Figure 8. The reason is because we
are using bits per embeddable quantized DCT coefficients
as the embedding rate which further reduces the message
length embedded in OutGuess and as a result, it becomes
more difficult for a steganalysis to make detection.

Figure 10 illustrates the detection performance of five
different steganalysis including our proposed method in de-
tecting MB1 with 25% embedding rate. Again, it can be
clearly seen that our proposed method is outperforms all
other blind steganalysis at AUR value of 0.76213 which is
exceeded AUR values of 0.64868, 0.53785, 0.53025 and
0.50423 for feature-based, Farid, IQM and COM respec-
tively. From Figure 10, we noticed that all the AUR values
are relatively lower compared to the AUR values in Fig-
ure 8 and 9. This finding is consistent with the finding in
[4, 8, 9] which indicated that MB1 is the hardest to be de-
tected among the three steganography models.

As the result, our proposed method showed improvement
and is outperformed other blind steganalysis tested on F5,
OutGuess and MB1.
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7. Conclusions

In this research, we have proposed a features-pooling
method to build blind steganalysis features space. We first
applied SFFS technique to select top significant features
from feature-based method [4] and then combined with
the image quality metrics [1] and the modified first three
moments of characteristic function from image probabil-
ity density function [6]. Based on these features, we em-
ployed the neural network as the classifier to construct a
blind steganalysis. From the experiment results, we con-
cluded that our proposed blind steganalysis dominates other
tested blind steganalysis.
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